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Abstract— Security and privacy are very
important on android devices to prevent crimes such as
the theft of data and confidential information for users.
There are many attack methods that can be carried out by
irresponsible parties, one of which is penetration testing.
The need to improve the security of android devices from
cyber crimes that can occur at any time so that the
security and information belonging to users are more
secure. Based on this, this study offers how attackers
perform penetration testing on targets using android
devices using the OWASP Mobile framework based on
the steps in the Security Testing Guide (OWASP MSTG)
manual. The penetration testing activity is carried out in
five steps. Namely, injection of backdoors on the
application, finding vulnerabilities, scanning, exploiting
and making reports. The results of this study obtained
some information on application IOCs and other
information in the form of contact data, SMS data, and
audio records belonging to the attacked device. Based on
this, this research can be used by security parties to patch
loopholes in their applications and systems.
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1. INTRODUCTION

The development of smartphone technology is
progressing rapidly, and smartphones are used for
communication, data exchange, information retrieval,
and entertainment, such as video games, online learning,
and listening to music[l1]-[3]. This makes users
dependent on their smartphones. The problem is that this
reliance on mobile will never make smartphones free
from cybersecurity risks. This development has negative
consequences, such as data theft and crime in the form of
confidential information for Android device users[4]-
[6]. According to Statista, the number of cyberattacks
against smartphone users worldwide in December 2021
totaled about 2.2 million attacks[7]. Meanwhile, products
from cybersecurity companies detected approximately
3.5 million malicious installation packages on mobile
devices in 2021. This is well below the 5.7 million
detected the previous year. Note, however, that the

numbers recorded in 2021 are about the same as in
2019[8]. One of the most popular smartphone
technologies is Android, the mobile operating system [9].
Android is based on the Linux kernel and was developed
by Google. As the single most used OS on smartphones
globally, Android is in great demand by bad
programmers.

Security on the Android operating system is sometimes
overlooked by users, such as malware and remote access
exploits by third parties. Mobile app security threats are
exploding. Bugs and security vulnerabilities in mobile
apps can allow hackers to break in and access sensitive
information [10]. Communication security and data
protection are very important in application development
[11]. For this reason, it is necessary to test the security of
the application on an Android smartphone.

Testing is essential to do to know how to use android
devices safely. This study experimented with doing
penetration testing on Android devices using the OWASP
Mobile Security Testing Guide to find out security holes.

The penetration tester attack testing system in this test
follows the OWASP Mobile Security Testing Guide with
five steps: preparation, intelligence gathering, mapping
the application, exploitation, and report. This stage aims
to obtain information such as Indicators of Compromise
(IOCs), Hash Code, activity system files, signature files,
SMS data, contacts data, and audio records [12]. This is
important because most data is confidential. That's why
safety is important. This testing process is expected to
help us understand how third-party penetration testing
attacks including the OWASP mobile top 10 issues and
enable security parties to patch gaps in applications and
systems [13].

II. LITERATURE REVIEW

A. Android OS

Android OS is the most pervasive, widespread, and
casy-to-use mobile platform. This open-source Linux
kernel-based operating system offers greater flexibility
due to its customization properties, making it the leading
mobile operating system [14]. An Android utility
commonly consists of numerous utility components, such
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as activities, fragments, services, content material
providers, and broadcast receivers [14]. As feature-
wealthy Android apps, or apps for short, end up extra not
unusual place in safety touchy scenarios, a manner to
validate their safety houses is tremendously desirable.
Communication security and data protection are very
important in application development [11].

B. Penetration Testing on Android OS

Penetration testing is a way to protect your website
from attacks by irresponsible individuals and hackers
[12]. Importance of identifying issues and gaps to help
develop frameworks/tools for designing
resistant mobile applications by embedding all
vulnerabilities at the design stage using the Android
Vulnerability Repository [15]. Penetration testing is also
carried out with the aim of detecting vulnerabilities,
security analysts, and conducting mobile penetration
tests using security analysis tools [16].

intrusion-

C. OWASP Mobile Security Testing Guide (MSTG)

OWASP MSTG is a guide for testing mobile application
security. it describes technical procedures to verify the
requirements listed in MASVS. MSTG includes a list of test
cases, each associated with a requirement in MASVS. During
MASVS If the requirements are advanced and generic,
MSTG will give detailed advice and testing methods based
on each mobile OS.

D. Attack Scenarios

This section is an overview of the attack scenarios carried
out following the step-by-step OWASP Security Testing
Guides in the penetration testing section, and more details can
be seen in Fig. 1.
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Fig. 1. Attack Scenario AWASP MASTG

It can be seen in Fig. 2. that the steps taken include 5 steps.
Namely, the first step of preparation is done by injecting the
backdoor and installing the application, the second step of

intelligence gathering is done by analyzing vulnerabilities,
the third step of mapping the application is made by exploring
and scanning application weaknesses, the fourth step of
exploitation This is done by sending a command to the target
device and remotely accessing the trojan. The fifth step is to
send a report on the data obtained from the remote access
trojan.

I1I. RESULT AND DISCUSSION

A. Research Stage

A typical security test is structured as follows:

a. Preparation - Determining the scope of security
testing, including the sensitive data, the
organization's testing objectives, and any
applicable security measures. More broadly,
preparation encompasses all client
synchronization and legal protection for the tester
(often a third party). Keep in mind that attacking
a system without express permission is prohibited
in many parts of the world.

b. Intelligence Gathering - examining the app's
architectural and environmental setting to obtain
a broad grasp of the context.

c. Mapping the Application - Based on data from
earlier stages, automatic scanning and manual app
exploration might be supplemented. A complete
understanding of the program, its entry points, the
data it contains, and the primary vulnerabilities
may be obtained through mapping. The security
tester can then prioritize these vulnerabilities by
ranking them based on the harm that might result
from their exploitation. The development of test
cases for potential use during test execution is a
part of this phase.

d. Exploitation - In this stage, the security tester
attempts to access the app by abusing the flaws
found in the earlier step. To ascertain whether
vulnerabilities are genuine true positives, this
phase is required.

e. Reporting - Security testers report weaknesses
during this essential phase for the client. This
includes details of the exploitation process,
categorization of vulnerability types,
documentation of the risk if an attacker
compromises the target, and an overview of the
data that the tester was able to gain unauthorized
access to.

B. Inject Application

At this stage, the tester will enter the payload into the

Apriliansyah, et al., Penetration Testing with OWASP Mobile for Android Security Optimization



Journal of Cyber Health and Computer

ISSN: 3031- 4623 12

application, which will later be installed on the victim's
device. The backdoor injection process uses the L3mon
framework and adjusts to the IP and PORT of the attacker's
host. The details can be seen in Fig. 3.
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Fig. 2. Injecting application using 13mon

Fig. 3. shows the IP used by the attacker is 192.168.1.3,
and the PORT used is 22222. This IP and PORT follow the
attacker's HOST, which can be seen in Fig. 4.

Network & internet > Wi-Fi > BONLOM 2

Fig. 3. IP Address attacker

It can be seen in Fig. 4. that the IP Address information on
the attacker's device is 192.168.1.3.

C. Intelligence Gathering Application

This stage shows the analysis of the scope of the
application that has been injected with the backdoor.
Analysis of gathering information can be seen by
identifying the permissions requested by the application.
The list of permissions on the application can be seen in
Fig. 4. It can be seen in Fig. 4. application permission
requests in the form of Wake lock, Camera, Write & read
external storage, Internet, Access network state, Read
SMS, Send SMS, Access wifi state, Read phone state,
Read call log, Record Audio, Access location, Read
contacts.

Fig. 4. Android manifest application

Malicious applications can use this to send and receive
data and other important information by using this
permission.

D. Mapping the Application

The results of the manual mapping application
found the host entry point contained in the
MyReceiver.java file, which can be seen in Fig. 5.

Fig. 5. Display listener settings

Fig. 6. shows the code listener the incoming port used,
namely "8088" and "5055".

E.Exploitation Device

The victim's device that has been connected to the
attacker's HOST will then be subjected to the
Exploitation process, which can be seen in Fig. 6.

Fig. 6. Exploit the device using the attacking host

It can be seen in Fig. 6. that the attacker's IP is
192.168.1.3, and the PORT is 22222. The victim's device
will be connected via the IP Address and PORT. Next, the
exploitation process will be carried out.

F. Reporting

This stage is a phase where the examiner reports
on the attack process and the information that has been
obtained during the attack process. The following in Table
1 is some information on the analysis application that has
been included in the payload.

Apriliansyah, et al., Penetration Testing with OWASP Mobile for Android Security Optimization



Journal of Cyber Health and Computer

ISSN: 3031- 4623 13

Table. 1. IOCs Application

POVERTY VALUE

MD5 623614337e¢89113b3ebdc0325bdc09
18

SHA1 f7b476070905t35986cdb576402615
0d6lab76c¢chb

SHA256 cbea811972b9b87de06ebbc2ea2e291
c2981beSfed4c73589352aef4dd0a08f
25

Service com.etechd.l13mon.MainService

NAME

Table. 1. shows the information on giving signatures

information in the form of hash code md5, shal, sha256,
service name, signature file “rsassa_pkcslv15,” and file
type “apk.” Based on data, files can be retrieved I0Cs
SHA-256cbea811972b9b87de06eb6c2ea2e291c2981beSt
e4c¢73589352aef4dd0a08125.

After successfully exploitation, the attacker
managed to get some data between getting contact, Read
SMS, and Record audio which can be seen in Fig.s 8.
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Fig 8 attacker who managed to get contact

Fig. 8. Shows an attacker who managed to get contact
information data from the victim’s device. The contact
data obtained are *#*#27663368378#*#*, 08080808
(Exploit 1), 22222 (Exploit 2).
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Fig. 9. Dumping data SMS

Fig. 9. shows that the attacker managed to get 3 SMS
data from the victim's device.
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Fig. 10. Record audio from target device

Fig. 10. shows the attacker managed to record audio from
the target device. The audio file was recorded on 28/09/22
with the file name “sound2107994325983723535.mp3.”

Iv. CONCLUSION

Penetration testing on targets using android devices using
the OWASP Mobile framework based on the steps in the
Security Testing Guide (OWASP MSTG) manual. The
penetration testing activity is carried out in five steps.
Namely, injection of backdoors on the application, finding
vulnerabilities, scanning, exploiting and making reports. The
results of this study obtained some information on application
I0Cs and other information in the form of contact data, SMS
data, and audio records belonging to the attacked device.
Based on this, this research can be used by security parties to
patch loopholes in their applications and systems.
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